
 If you are viewing this course as a 
recorded course after the live webinar, you 
can use the scroll bar at the bottom of the 
player window to pause and navigate the 
course. 
 

 This handout is for reference only. Non-
essential images have been removed for 
your convenience. Any links included in the 
handout are current at the time of the live 
webinar, but are subject to change and 
may not be current at a later date. 

No part of the materials available through the continued.com site 
may be copied, photocopied, reproduced, translated or reduced to 
any electronic medium or machine-readable form, in whole or in part, 
without prior written consent of continued.com, LLC.  Any other 
reproduction in any form without such written permission is 
prohibited.  All materials contained on this site are protected by 
United States copyright law and may not be reproduced, distributed, 
transmitted, displayed, published or broadcast without the prior 
written permission of continued.com, LLC.  Users must not access or 
use for any commercial purposes any part of the site or any services 
or materials available through the site. 

Kimberly Rojas




Technical issues with the Recording? 
 Clear browser cache using these instructions 
 Switch to another browser 
 Use a hardwired Internet connection 
 Restart your computer/device 
 

Still having issues? 
 Call 800-753-2160 (M-F, 8 AM-8 PM ET) 
 Email customerservice@AudiologyOnline.com 

https://www.continued.com/browser-instructions
mailto:customerservice@AudiologyOnline.com
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Disclosures
! Presenter Disclosures:

! Financial: Josiah Dykstra is an employee in cybersecurity at the Department 
of Defense, President of Designer Security, LLC, and author of O’Reilly 
Media, Inc. He received an honorarium for presenting this course. 

! Non-financial: Josiah Dykstra serves on the Cyber Advisory Board at Bowie 
State University and is a member of the Association for Computing 
Machinery. 

! Content Disclosure: This learning event does not focus exclusively 
on any specific product or service.

! Sponsor Disclosure: This course is presented by AudiologyOnline.
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Learning Outcomes
After this course, participants will be able to:
1. Identify common markings of scam emails and websites.
2. Explain the attributes of strong passwords.
3. List three ways to ensure confidentiality of protected health 

information.



!"#"$%

#

Audiologists Are 
Immersed in 
Technology

Everyday Best Practices 
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“Best Practices?”
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How to Arm Yourself
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Avoiding Malicious
Email and Websites
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Avoiding Malicious Email and Websites

!"#$$$

!"$$

%&

Responding to Scams
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Anatomy of a Phishing Email

Anatomy of a Phishing Website
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More Ways to Protect Yourself
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Password Best Practices
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Password Best Practices

!"#$%&'()&*+
! ,-%''./0(#1221/(3"''41&5'
! 6&-)%781&#./09()&*./0("::(31''.;:%(3"''41&5'
! <)-88./09()&*./0(1/%($/14/(3"''41&5(1/(1)=%&('.)%'
! >":4"&%9(2":.#.1-'('18)4"&%?(%'3%#."::*($%*:100%&'
! @=.'=./09(-'%&("&%()&.#$%5(./)1(0.A./0("4"*(3"''41&5

123456
12345 
123456789 
password 
iloveyou
princess 
1234567 
rockyou
12345678 
abc123 
nicole
daniel
babygirl
monkey 
lovely 
jessica
654321 
michael
ashley
qwerty 
111111 
iloveu
000000 
michelle
tigger
sunshine 
chocolate 
password1 
soccer 
anthony
friends 
butterfly 
purple angel 

a
b
c
d
e
f
g
h
i
j
k
l
m
n
o
p
q
r
s
t
u
v
w
x
y
z
aa
ab
ac
ad
ae
af
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monkey 
lovely 
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michael
ashley
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111111 
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000000 
michelle
tigger
sunshine 
chocolate 

”Strong” Passwords
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”Strong” Passwords
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The Future of Passwords
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Smartphone Best Practices

The World in Your Hands
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Top 3 Best Practices
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Top 3 Best Practices
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Top 3 Best Practices
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Protecting Sensitive Data

Protecting Sensitive Data
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What Can They See and Touch?
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Secure Communication
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Secure Communication

Secure Communication: Email
!"

Secure Communication: Email
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Secure Communication: Email

Secure Communication: Email
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Secure Communication: Email

What is Encryption Anyway?
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Let’s Summarize
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! Digital Identity Guidelines, NIST Special Publication 800-63B, 
https://pages.nist.gov/800-63-3/sp800-63b.html

! Information for Individuals & Families, UK National Cyber Security Centre, 
https://www.ncsc.gov.uk/section/information-for/individuals-families
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! iOS 13: Security and privacy settings you need to tweak and check, ZDNet, 
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! Secrets and Lies: Digital Security in a Networked World, Bruce Schneier, 2015

https://www.cbsnews.com/news/hackers-steal-medical-records-sell-them-on-dark-web/
https://pages.nist.gov/800-63-3/sp800-63b.html
https://www.ncsc.gov.uk/section/information-for/individuals-families
https://www.pcworld.com/article/3332211/secure-android-phone.html
https://www.zdnet.com/article/ios-13-security-and-privacy-settings-you-need-to-tweak-and-check/
https://lastpass.com/
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