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- [Christy] At this time, it is my pleasure to introduce our guest speaker today. Dr. 
Josiah Dykstra is a technical leader in cyber security at the Department of Defense and 

recognized cybersecurity expert. Over the past 16 years he has worked as a researcher 
and practitioner in network security and digital forensics. He is also a frequent speaker, 

the author of numerous peer reviewed publications and wrote the book "Essential 
Cybersecurity Science". Welcome Dr. Dykstra and at this time, I will hand the mic over 

to you. 
 

- [Dr. Dykstra] Thank you Christy. It is a real pleasure and an honor to be with all of you 
today. Thank you for joining, for signing up and spending an hour on this topic. It's one 

I am very excited about and I want to make as engaging and applicable to all of you as 
possible. When I was thinking about putting this together, I really wanted it to be for 

clinicians or people in audiology, even though cybersecurity is an important topic for 
everybody. Our children, our grandparents, this is tailored specifically for you to help 

tie in together the things that I think you experience in everyday life and try and make it 
helpful for you. My wife is an audiologist and so she has taught me a tremendous 

amount about this field. But I am not the expert, I do defer to her and to all of you. And 
thank you for your services especially in this sort of strange healthcare time in the 

world. We won't have time to go into every detail of cybersecurity today only because 
it's a broad field. So I won't be able to talk about things like how to make good policies 
for your employees or how to decide on cyber insurance. You're welcome to ask those 

questions at the end. I can't guarantee we can get through everything but the topics 
that I pick, hopefully are the most important first things that I would tell anybody when 

we talk about these subjects.  
 

So you heard my short biography. In addition to my 16 years of the Department of 
Defense, I am the president of a small business consulting firm called Designer 

Security who offers cybersecurity services particularly for people in audiology. But I 
think my 16 years in national security have really shown me what the hackers are doing 

today and I think that currentness of the attack makes my advice the most applicable 
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and relevant and so I enjoy doing both jobs. So like I said, we're gonna cover a variety 
of topics in the next hour. And in particular, we'll talk about these three, which is, at the 

end, you'll be able to identify the markings of scam emails and websites, you'll be able 
to explain the attributes of strong passwords and you'll be able to list three ways to 

ensure confidentiality of protected health information. There's a lot of words in there 
that we will define as we go along.  

 
So this is a picture I think you are all intimately accustomed to seeing especially now. I 

know you're very familiar with PPE and that audiology has always had a strong 
important part of infection control and maintaining sanitary and healthy environments 

for dealing with patients and that's terrific. The recent pandemic I think, has highlighted 
that for even more people and so more of your patients probably will come to see 

unexpected as well. What does this equipment do exactly? PPE is there to protect your 
body from infection, right? And to protect other human beings, our physical selves to 

make sure that we can live and work safely. It's not there just to get in the way or to be 
a hindrance but it's there to help you do the things you want and need to do. And this 

isn't totally unique in any particular domain. If we think about safety and security in 
general, lots of examples probably come to mind. The locks on the door at your house, 

right? Allow you to put things you care about, people, items inside your house and 
believe that they are safe and secure. The anti lock brakes on your car are there to help 
protect you not to get in the way and hopefully not to be a hindrance to your driving 

but just in case, right? To help protect you from an accident. And that's what they're all 
there to sort of do. And there's many more examples and I won't dwell on them too 

long. Cybersecurity is a way of protecting those things that you value that are digital.  
 

And so I promise you as a cyber security professional, we're not there just to get in 
your way and to make your life difficult. What we really are trying to do is to protect the 

things that are important to you and allow you to do your job and your life. Now, if 
there's something I've learned, it's that audiologist more than many professions I 

encounter day-to-day are just immersed in technology and maybe even in ways you 
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don't always think about overtly. So yes, you probably checked your phone this 
morning. Yes, you probably did some work emails. If you're in the practice doing work, 

maybe used a digital audiometer or those kinds of things. But every part of our lives 
has some digital devices or data sort of connected to it, whether it's telephones or fax 

machines, whether it's a billing insurance or programming hearing aids, all of those 
different things, right? Have some bit of technology associated with them. And that 

means it's an opportunity for us to make sure that all of that stuff works, right? When 
your equipment doesn't work, that's a really bad day for an audiologist, I definitely 

appreciate that. But the business can't function without online scheduling and 
telephones and so the need for us to protect all of that stuff is really critical not only to 

patient care but to making sure that businesses survive.  
 

So in the next 45 minutes, what we're going to do is talk about four particular best 
practices. And what those are gonna be are; this avoidance of malicious email and 

websites because humans encounter that a lot. Just an unfortunate part of being on 
the internet. How to choose and use passwords in a usable and secure way. Some 

advice for securing your smartphone, that's a very easy thing to lose and it has a lot of 
our day-to-day information on it and then generally how to protect sensitive data, 

where I mean protected health information, particularly how to protect that kind of 
thing. And what we're trying to do is reduce the risk. Nobody can ever tell you you're 
100% secure, I don't know what that even means. And so if the vendor tries to 

convince you they have 100% solution, they're misleading you or lying to you. What we 
can do is reduce the risk and that's the same thing we're doing with face masks and 

gloves, right? There's no 100% here. But I wanna make sure it's at a risk level that you 
understand and that you're comfortable accepting. And so when you decide whether 

you're gonna spend five minutes of your day or $5 of your paycheck, those are all risk 
decisions. Also say that we're protecting a variety of things. It's not just the physical 

devices like your laptop or your tablet but it's also the cloud services, the services on 
the internet that you might use, whether it's email, patient portals, all of those kinds of 

things. And then the information, the data that lives across all of that stuff, whether it's 
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electronic health records, your social security number, your paycheck processing 
systems, that personal information. And a lot of times people in cybersecurity make 

this sound really scary, right? It seems very daunting that there's all these bad guys out 
there and they're all trying to get you and everybody is gonna be a victim. That isn't the 

kind of message that I think is useful or helpful for any of us to sort of think about. And 
it's a little bit of my fault, my fault as in my profession. So when I talk about best 

practices, this is the picture that I think resonates the most to me. Is this sort of scary 
view of cyber threats? And I'll be honest with you, there's a lot of folk wisdom and fear 

mongering in cybersecurity and it doesn't just come from my profession, it comes from 
vendors, it comes from politicians, it comes from the news media, all of those are 

trying to get you to pay attention maybe or get you to buy a product. And so if they 
only view it through the lens of the sort of bad scary things that might happen. And 

what I have tried to do in my professional life is to dispel the folk wisdom, to look for 
science, to look for data that supports, well, why should a password be so many 

characters long? Is there actually evidence that that helps people? I do a lot of work in 
usability. How do we make security that is easy? Easy enough for people to 

understand and to make good decisions. And so all of that bad advice leads to 
misconceptions. And these are not your fault and you shouldn't be ashamed if you 

have said or thought these things. Many people have these impressions. Lots of 
conversations I have with people around the community, these kinds of sentiments 
come up.  

 
So for example, if you people think, well, nobody can figure out my password. Well, 

that's a bit of a misconception. It isn't impossible for people to steal passwords, to 
look over your shoulder while a password is being typed in, so that's not impossible. 

Another kind of dangerous one is that you will know if you become a victim if your 
computer is infected and sometimes that is true. Sometimes the computer will act 

strangely or you'll get a lot of pop ups. But it's perfectly rational that a computer might 
be hacked and you don't visually see anything. And so if your antivirus program pops 

up an alert, you might not have even known you did anything and get something 
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happened behind the scenes for which there's still a problem we need to remedy. The 
third one that I'll highlight is that cybersecurity is expensive or difficult to use. That can 

be true but it isn't one 100% true. There are a lot of free and easy things. Hopefully 
that's what we're gonna sort of focus on today, things that don't require a whole lot of 

money. I'll also point out that HIPAA, right? Is the sort of compliance that you are 
intimately familiar with and some of the things we'll talk about today are consistent with 

the protections that HIPAA demands. HIPAA doesn't say you must click these buttons 
on your phone but it says generally, here's how you must protect data. And so the 

things I'm gonna talk about are ways that you can implement HIPAA. They're not 100% 
and even if you follow HIPAA 100%, I believe there are additional cyber security 

mechanisms you should do even though HIPAA doesn't require them legally of you.  
 

So with some false information out there, how do you protect yourself? And this is 
trouble on the internet in general, right? There's lots of information that we all need to 

decide is this true, is this good advice or not. And here are four things that I would 
recommend to you. The first is have a healthy skepticism of what you see online and 

read or even what people tell you. If it seems too good to be true, it probably is, right? 
That truism hold insecurity. If a vendor says we can guarantee 100% protection for 

your company or your website will never go down, those are claims I would be very 
skeptical about and understanding what the person is telling you, right? Digging for 
some some data and some facts, that can help arm you against that kind of 

misconception. The second is an area I know you all are very familiar with which is 
evidence based advice. In cybersecurity, we are still growing as a science and 

everyday researchers around the world are trying to provide this advice through 
scientific experimentation, through independent evaluations and so people who have, 

for example, the actual knowledge of what hackers are doing, I would tend to trust 
them a little bit more than for example, somebody who has only studied cybersecurity 

academically. That's a very important area but the real world experience in 
cybersecurity is important. Keep doing this continuing education, you're doing that 

today. The threats evolve all the time and when ransomware became a big thing that 
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was a new topic, many people needed to get a little bit information on and technology 
changes all the time, so that will help our view. And the last one is is a phrase I use a 

lot, which is that there are no special snowflakes, right? Every business thinks they 
have some special uniqueness that makes them immune or that hackers don't care 

about their business, they only target every other small business on the planet. My 
words of wisdom here are that hackers go after everybody. It doesn't matter if you 

think you're doing something unique, you probably are not. And that's fine but don't 
just believe you're immune because you're different. These are three organizations that 

put out advice that I would recommend and that I endorse. The top two are U.S. 
government organizations, right? NIST does a lot of standards and things like 

passwords, data security encryption, they collaborate with academics and 
practitioners before they put that advice out, so it's not just their opinion. The 

Department of Homeland Security has an arm called CISA or CISA that does 
cybersecurity and they put out a whole variety of information not only for individuals 

but for small businesses and large businesses, that's a really great place to go. And the 
third one I have here is the National Cybersecurity Center which is actually a British 

part of their intelligence arm and they put out really easy to read and implement and 
understand guidance. They're very active on Twitter if you just wanna see stuff that 

they're putting out. All of those I would recommend.  
 
So let's start with our first area. It is human nature, right? For us to want to click every 

link in an email because we're trying to get our jobs done. And we are human and that 
we like to trust people and help. What I'm going to talk about here is how to recognize 

when something isn't quite right. It's a little bit like looking both ways before you cross 
the street. You might trust that the cars are going to stop but it's still a good idea to 

look and verify and make sure that the driver sees you before you cross the street. So 
how do hackers, bad guys get into computers? Three ways are very popular. One is 

that people often click a bad website. They click a pop up, they click a bad link on the 
website and the hacker exploits the machine, they take advantage of some software 

vulnerability and then they get on. Another is that we sometimes install software on our 
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machines that we think is safe benign, even though it maybe has some malicious 
capabilities also. Or instead, if you think you're installing Microsoft Word and it's some 

hacker has replaced the real thing with a fake thing, sometimes they go on your 
machine that way. A third very common way is people accidentally fall for what are 

what's called phishing attacks and we're gonna talk about that next. And this is when 
you get tricked into putting your username or your password into a form on the internet 

that you think is legitimate but really, there's a hacker controlling that form and they've 
now recorded, captured your information. And what do these hackers want anyway? 

Almost always what they want is money. And whether that is actually stealing dollars 
out of a bank account or it's getting access to something that they can sell, like your 

credit card number, that is a very, very common motivation for criminals. Now, what I 
wanna point out here is that credit card numbers, when they're being sold illegally, 

sometimes people will pay up to $100 for a known good credit card number with a big 
credit limit. Private health information, on the other hand, goes for about $1,000, right? 

An order of magnitude more because health records contain a whole lot of really 
valuable information to a hacker, not only a name but a date of birth, a social security 

number, maybe even things like credit card numbers or insurance information. And so 
that is very juicy and they might want to go after that.  

 
So money is a very, very powerful motivator to attackers. So how should you respond 
because these things are gonna happen and I'll show you an example here in a 

second. If you believe you have encountered an email scam in your inbox and you see 
it on your screen, what do you do? My number one piece of advice is do nothing, 

delete it. Don't respond, don't try and unsubscribe, don't write back and ask to be 
taken off their mailing list, that does you no good whatsoever. If anything, it just tells 

the hacker this email address is valid, there's a real person here and they might be 
susceptible to becoming a victim. So do not respond. Another thing you can do is 

report these messages as spam or phishing messages to your email provider. If you 
have office 365, if you have Google's G Suite, there's almost always a button that you 

can say report this to my provider as a spam message and you're contributing to the 
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bigger system by doing that because it helps train those computers so that in the 
future, you and everybody else doesn't get messages that look like that. The 

computers are quite good, if you look in your spam box, it's probably full of things your 
eyes never had to look at. But it's not 100% and so you can help the system by 

reporting it. You should also be a little bit careful in who you give away your email 
address to. Email addresses get sold, shared, distributed on the internet more often 

than we would probably like. And so you might wanna make a fake email address or a 
secondary email address that you use for online purchasing, for example. The less 

people that have your email address, generally, the better. The third one, I'll show you 
an example here, sued about links and attachments. But one way that these bad email 

addresses try to hook you is by getting you to click on a link or to open a file that is 
attached to that email, both of which are very, very bad for you and you don't wanna 

do that. The last thing is that it's good to have layers of protection and so even if you 
are very, very good at spotting scam emails, also having good antivirus, also having 

other protections on your computer, on your network, that's a good secondary layer of 
defense.  

 
So what about web scams? I talked about whether you might get a bad email in your 

mailbox but what if you're just browsing the internet and you come upon a website that 
you're not 100% sure is legitimate. It's hard for us to trust websites, if they're brand 
new to us. Well, my first piece of advice would be again, to walk away. Better not to 

subject yourself to too much risk. If it looks like there's a form and you're not sure 
where that information on that form goes, best advice, just walk away. If you 

accidentally submit the information and then later you think back, I wonder if that 
webpage was legitimate. What's important to do is to think about what you submitted 

on that form. If it was your password, if it was your address or your social security 
number, how you respond depends on what might have been lost. My first piece of 

advice if you think you submitted a password is to go change the passwords for those 
accounts. Then even if an attacker on the internet has your old password, it won't work 

for them, since you've thought you recognized it and then changed it. Because I 
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believe everybody should have antivirus scanning your computer for viruses is a pretty 
quick and easy thing to do. Hopefully, it's automatically scanning your computer in the 

background. So in the event that you haven't actually sort of seen how these phishing 
emails work, let me walk you through one. This word is a little bit funny, it's actually 

been around a long time. The word phishing came up in about 1996. If you remember 
America Online, AOL. Hackers even back there, in that time were trying to steal 

people's passwords and phishing does come from the phishing with an F, as in setting 
the lower for a victim and trying to attract you as the fish. Hackers routinely replace the 

F in a word with a Ph and so this is kind of old hacker word. Now, let me see if I can 
highlight for you. The things that you wanna look for when you get emails like this is, 

first, where did this email come from?  
 

Now, probably all of you know that PayPal probably has a website, it's a legitimate 
service. Your intuition that emails from PayPal would come from the domain 

paypal.com, that is common sense. And when you get things that come from this 
account, for example, that's a little bit suspicious. It doesn't necessarily mean that it's 

malicious but it should raise some alarms. The second thing is this sort of urgency. 
Hackers like to play on our fear, right? Which is if I don't do something right now I'm 

going to lose access to my account, to my device. A common one a couple years ago 
was to prey on Uber drivers and say, if you don't email us a copy of your driver's 
license, you're gonna get taken off of the Uber service. Well, people liked working for 

Uber and so they would just mail in their driver's license but it was all a scam, it was all 
just to hackers. The third thing that you should be weary of are these kinds of links. 

We're all very accustomed to seeing hyperlinks, right? To websites that are underlined, 
usually in a different color and sometimes all it has is this sort of English sentence text 

which doesn't show you what website is it actually going to go to. And what the hacker 
is doing is hiding the malicious part from this campaign. And so if you hover your 

mouse over that link, your email client will probably tell you this is gonna go to a 
website that is not paypal.com and you should be very suspicious of that. In this 

particular case, this scam was trying to get people to click on a link. But as I said, 
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sometimes there is an attachment and what the hacker wants you to do is to open the 
attachment which might be a Word document or a PDF document and those 

documents are going to exploit your computer while you look at it. So the two things, 
as I mentioned, to be very careful of are these links and attachments. Now what 

happened in this particular case when somebody clicked on the link? It took them 
actually to this very website. And at first glance, it looks very much like a legitimate 

PayPal website and hackers do this, they're very crafty, right? They actually steal the 
images and the look and feel of a real website and they make their own fake one and 

that convinces some victims to put in their information. Two things that you can look at 
to know that this is suspicious. One, this website is not secure. When you see the lock 

icon for HTTPS secure websites. Every legitimate site on the internet these days is 
secure and so not secure websites we should be quite suspicious of. The second is 

that this name, just looks funny, right? It doesn't look like paypal.com and hackers 
know that, right? They're not usually able to get the real website of a real company 

they're impersonating so they will change the spelling or they'll add a word or they'll 
put a zero in for an O.  

 
And so what you need to be very cautious of is making sure to look at those domains. 

Now, the best case scenario here is that you just close this browser, right? You walk 
away. Unfortunate scenario would be where if you put your real email address and real 
password in and then click the button, that would be unfortunate because now this 

hacker has that information. And again, what you should do is probably change your 
real PayPal password. The worst case scenario is that just by looking at this web page, 

some web browsers can become compromised. This is relatively uncommon, it's a 
very sophisticated attack but it is sometimes possible, I just want you to be aware. 

Small risks sometimes possible that just looking at a webpage could could infect your 
computer. So just to illustrate two things that I sort of pointed out there. The first is 

that, you should probably never click on links in email, even if you believe they come 
from a legitimate source like your bank. If the bank sends you a note, they probably 

include a link to their website just for your convenience. The safest thing you can do is 
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to not click that link and just go to your web browser type in the website, you know is 
safe. If the bank really sent you that alert, there's a very good chance the website will 

have the same information and direct you to the same actions that they were 
requesting. The second, as I pointed out, is to hover over links and let me try and show 

you what this looks like. So whether it is text, or whether it looks like the real website, 
what you see on the screen is really just for your eyes only. What you see on the 

screen isn't necessarily where the computer is gonna try and direct you onto the 
internet. So here I made a fake example and it says audiology online, but if you were to 

click that link, it would actually direct you to my website and this is just the way the 
internet works. And so you can be a little bit safer if you look at where it goes not just 

what you see. And so hovering over those links is a good protection mechanism for all 
of us.  

 
All right, let's transition a second to password best practices. Now, passwords, I'll be 

honest, are the bane of existence for a lot of humans because the human brain is really 
bad at remembering complex passwords for every site I visit on the internet. I was 

reflecting the other day that almost every thing that I do on my computer, I have to log 
in, whether it's social media or news, or email, all of those things I have to log in and I 

have a password for all of them. And my brain is really, really bad at picking good 
passwords and remembering them. So how would you hackers get our passwords? 
We talk a lot about picking good passwords and I'll talk about that more in a second. 

One thing they do is they just try and guess. And there are lots of these lists like you 
see on the left hand side of the screen, from websites where a hacker stole all the 

passwords and then released them onto the internet. These password lists show very 
commonly used passwords like the word password or the phrase, I love you. Hackers 

routinely try these in order because they know that those are so common, they will just 
guess that you might have picked one. And so we should probably never choose 

anything on this list, right? That's what this sort of guessing technique looks like. 
Brute-forcing on the other hand is what a computer can do very easily and very quickly 

and that is to guess every possible string that might be your password. So it's gonna 
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guess the letter A and then it's gonna guess the letter B and the letter C and it will do 
all the permutations for maybe an eight or 10 character password and they can do that 

very, very quickly and that's called brute-forcing. And what we wanna do is trying to 
avoid this technique by having a complex password that is very long. It takes a 

computer much, much longer to brute force a 12 character password than a two 
character password. So longer is better in that regard. Other tricks that hackers do is 

sometimes they will learn that you have a particular password on one site and they will 
assume you use the same password on all websites and so stuffing is what they do 

when they try and use a known password against other sites. They collected these 
passwords sometimes by running software on your computer. Some of them can 

watch the keystrokes that you're typing and so that's how they could see the 
password in that regard. Or like we just mentioned with the emails and websites, will 

try and trick you into giving away your password.  
 

So those are all unfortunate but it's helpful to know how are the attackers sort of doing 
these malicious deeds. One thing that is common on some websites are password 

strength meters and they sometimes look like this, where as you choose your 
password, as you're signing up maybe it's color coded, it's trying to nudge you to say 

the password you picked is red or it's too short. In this particular case, it's saying, the 
more you type, the longer the characters that you're picking, you're making a better 
password, right? And so nudging people to make those choices. Now, I wanna talk to 

you about the pros and the cons of this. On one hand, it is helpful to you to know that 
the password meter might help you not pick the password, I love you, for example or it 

might encourage you to make a slightly longer password. But these are just sort of 
helpful hints. They don't always sort of enforce a policy and what they're generally 

looking at is how long is it? How many different kinds of characters do you have? Do 
you have an uppercase letter? Do you have $1 sign or a special character? And in 

some particular cases, if the website knows your previous password, it will try and 
prevent you from picking the same password as last time. Even though I'll be honest, 

you can sometimes trick these meters by like adding the number one to the end of 
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your password, you shouldn't do that, that's not very secure. Even though the 
password meter might think it's safe, in reality, it's not really so great. I do wanna 

highlight that NIST where I sort of mentioned earlier is a good source of information, 
they do put out password guidance. And unbeknownst to most people, they changed 

their guidance in 2017. It used to be before 2017, the guidance said passwords must 
be at least eight characters, you should change them every couple of months and so 

lots of websites on the internet still operate under the old guidance. The current 
guidance NIST recognize that, it actually is not that important to change your 

passwords all the time. It's really difficult for people to remember and it didn't add 
enough security to be worth it and so the recommended guidance now is to not 

change your password unless you believe it to be compromised. The other thing that 
they sort of, the bumper sticker slogan that they came up with was pick a password 

that is easy to remember and hard to guess.  
 

Now, what does that mean? It means that these are examples of passwords that might 
be easy for one person to remember but difficult to guess. If the words for example, 

zebra cart slick Monday, if those words mean something to me, personally, they seem 
very random, it's a very long password actually. It's very, very strong, just like this one 

above it. And actually, there's a website on the internet called 
correcthorsebatterystaple.net, that will help you choose passwords of this sort of 
formula. Because again, it is easy to remember and difficult to guess. Now, what 

happens if that password gets compromised? How do we change our password to a 
new one? Again, go back to the bumper sticker, pick a new password that is easy to 

remember and hard to guess. Maybe that's a pattern that only you know. But again, 
you shouldn't feel like, you should not force people to change their password every 

three months or six months, that's just not worthwhile anymore. Now, there's a 
password here that you're probably looking at and saying no human in the right mind 

would find that easy to remember, you are absolutely correct. And I put that there as a 
segue to the future on passwords. I'll tell you the way that I do passwords is to use a 

password manager and a password manager is a piece of software that remembers all 
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of my passwords for every website on the internet. And the benefit of this is that I can 
pick a very long complicated password like the one on the last screen that's just looks 

like gibberish and it's fine for me to use that because I never have to remember it and 
actually never have to type it in. If you see this illustration about Facebook, this is a 

password manager called LastPass and when I tell it to enter my password, it 
automatically fills in this random string of characters and that's a password I don't use 

for any other website on the internet, is very strong, it's very long. And to use LastPass 
all I have to do is pick one very, very strong password and that protects all of my other 

passwords. LastPass is one example, there are many other pieces of software like this. 
And in fact, if you are the owner of a practice. this might actually be a policy. You might 

say every employee in my company has to store their passwords in a password 
manager because it actually provides such good security. Now, even password 

managers do require some effort. And where I hope that we, as a community get with 
passwords is that it's much much easier and I would call it invisible to log into your 

device. Modern versions of iPhone and Android both allow us to do face recognition as 
our authentication. All you have to do is look at your phone and the phone tries to 

validate that you are the legitimate user of this device and it only unlocks the phone if it 
recognizes your face. I like these kinds of ideas.  

 
Actually, I hope there are many, many more so that we don't have to be so 
inconvenienced by remembering and typing in passwords. The third area I wanna 

touch on next is smartphone security. As I go into this one common question I was 
thinking about this morning that I get a lot is, well, what kind of phone should I get? 

What is the most secure phone? And that's a kind of a complicated question and not 
very satisfying. In fact, between like an iPhone and an Android, the market dominance 

in the United States is almost 50, 50. Worldwide, there are more Android phones and 
actually, there's more devices on the internet that run Android but in terms of actual 

smartphones, it's about 50, 50. And the reason I say that's important is because the 
hackers want to get the most victims they can. And so in general, they would pick to 

find bugs to go after people who run the phone that's most common. Well, as I said, 
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now, because it's a 50, 50 split, the hackers go after both phones, they go after all 
phones. And so it doesn't really help us to say, well, the iPhone is safer or Android is 

more secure because the hackers are going after both. And so in this section, I'm not 
going to focus on just one or the other but to give you some guidance, regardless of 

what kind of phone you have. As I'm sure you're well aware, your phone is kind of your 
gateway to the world. It knows a lot about you, right? It has access or copies of your 

email, it knows who your contacts are, it knows who you called yesterday, it has all of 
your photos and more and more it has audiology specific business information like 

your schedule, maybe some patient information in theory, even medical records or at 
least access to a cloud service that has those. And that means it's a very valuable 

device that we need to protect and not only because it has important information but 
because it's very easy to lose and to misplace. I was looking for statistics on how often 

smartphones, for example, are left at the airport. And the airports have stopped 
reporting this information. The best I can find was from the Federal Communications 

Commission, the FCC, they estimate that one in 10 people who own a smartphone 
have been the victims of theft of their phone, one in 10.  

 
So if it hasn't happened to you yet, there's a 10% chance somebody else that you 

know, one in 10 of the people that you know have had this happen. And because it's 
small, because it's always with us, it slips out of our pocket or we leave it on the table, 
we leave it at a restaurant. These things just happen and so that's a very, very powerful 

motivation to protect this device. So I'd like to give you three areas of best practice for 
phones. Number one, it's very important to set a lock password on the screen. I 

understand that people sometimes find this inconvenient that they have to type in a 
password or a pin to unlock their phone, they wanna just open the phone and work 

right away. But that convenience to you also is convenience to a thief. If a thief just 
walks by a table and picks up your phone and walks away, it would be very easy if you 

don't have a lock password for them to easily get access to the information. We wanna 
make it more difficult for the criminals and I think it's worth the effort for you to have to 

spend a few seconds unlocking your phone to prevent that kind of ease for the thief. 
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When you pick patterns or passwords, think about the advice we talked about. Longer 
is better, I understand the trade off of time. And again, you could try things like face ID 

or face unlock, that's available both in Android and iPhone. So my number one piece of 
advice is to set a lock screen password. My second piece of advice is to encrypt your 

phone. We'll talk a little bit about encryption in a little bit. But what encryption does, 
the benefit to you is that it makes all of the information that's literally on the hard drive 

in your phone, almost irrecoverable and what this protects is if somebody steals your 
phone and tries to hook it up to a computer and pull all of the information off off the 

phone, it's all scrambled, they won't be able to read it even if they can get it off the 
phone. iPhone has made this enabled by default. In Android, some Android phones 

you have to turn this on, but it is quite easy, it's no extra effort for you. You just have to 
go and click this button in your security settings and it protects against this lost or 

stolen phone and being able to recover the data.  
 

So that's my second piece of advice. Easy to do, free, a no-brainer. The third thing I'm 
going to recommend is a service. People with an iPhone, call it find my phone. and 

Android calls it find my device. And what it's meant to do, number one, it's meant to 
help you recover your phone, if it gets lost by saying, if the GPS is on, oh, you left it at 

this restaurant and you go on your computer, and it says, this phone has reported its 
location at the restaurant and you can go get it back. The second capability that I think 
is the most critical for protecting PHI or confidential information on the phone is to 

enable the remote erase or remote wipe capability. And that is if the phone loses its 
battery or a criminal turns it off, they know about these features, right? And so they 

don't want it to be found. You need the ability to destroy all the information on that 
device even if you can't get it back. And so I think the most important way to protect 

PHI on a phone is to do this, is to enable this remote wipe. Again, it's a free service. It's 
available in both Android and iOS. It's not 100% but it's definitely worth a setting that I 

endorse. Okay, the fourth area that we're gonna talk about is protecting sensitive data 
and I use sensitive data just as a sort of general umbrella not only for PHI but also for 

your business data, for your personal information. So in computer science, we all take 
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classes and we focus on three areas of security under the acronym of CIA not the 
Central Intelligence Agency but the words confidentiality, integrity and availability. And 

those are kind of computer science words that I'm not gonna dwell on too much. What 
it really means is that computer scientists are trying to protect you from unauthorized 

access changes and disruption. If you have a file that you care about, I want to make 
sure that the only people who can read the file are those that are authorized to see it. I 

also wanna make sure that nobody can change the file unless they're authorized, right? 
Or delete that file which is integrity and availability. All three of those things are 

important but I'm gonna focus a little bit more heavily today on this confidentiality. It's 
important to know what confidentiality is and is not and I do that with examples. One 

way that you can achieve confidentiality is with encryption. And again, that encryption 
scrambles the data unless you have a key, and in theory, only authorized people have 

that key. Another way to provide confidentiality is with passwords and a password 
authenticates that the person is who they say they are, right? Because only you have 

the password. Access to a file is protected confidentially by that password.  
 

And a third way to provide confidentiality is with access controls or authorization, even 
if you can see it or you allowed. Computers often have this access control kind of built-

in which says that maybe one employee is allowed to see the financial data of the 
business but the other employees are not allowed. I'll also note that confidentiality is 
different than things like backups. If you backup your data that's a really important 

good thing to do but the backup is not providing confidentiality, the backup is 
providing availability or possibly integrity but it is not about confidentiality. And so all of 

these things are important but when we go through our checklist maybe in HIPAA and 
say are you achieving confidentiality? You don't get to count backups for that 

particular area. So let me talk a second in the confidentiality discussion about what 
people can see and touch. I inserted this slide because I got concerned when I started 

seeing audiologist posting social media pictures that included computer screens. And 
in some of these computer screens, I can zoom in and it appears that I can see 

sensitive data that probably was not meant to be the focus of the picture. But there's 
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no reason that screen really needs to be on. And so number one, anytime you take 
pictures in your office, turn off computer screens. It's not important, it doesn't make 

your office look better or worse but there's no need to reveal to the world whatever 
might sort of be on that screen. The second is thinking about what's inside the office. 

When a patient walks up to to check in at the desk, are they within arm's reach of the 
printer? Are they within arm's reach of a USB port on a computer? All of those things 

are opportunities for them to grab a piece of paper or to touch the computer in a way 
that you definitely do not intend. And so the physical placement of the equipment in 

your office is an important sort of thing to think about. And again, that's where is the 
fax machine? Where is the server locked in a closet? All of those kinds of things. A lot 

of conversation about cyber security talks about secure communications.  
 

And what I wanna stress here is that that's a very imprecise word and it's a spectrum, 
it's not an all or nothing proposition. And in particular, when you want to send a 

sensitive and communicate sensitive information, between let's say, you and a patient, 
what is the spectrum of security? And you might be surprised that at least in my 

opinion, the US Postal Service is the more secure option here than email and it's even 
the more secure option than a patient portal. You have more chance of protecting that 

information through the post office than with digital media, the threat is just different. 
And so, in my opinion, at least, this is the sort of ordering of most to least secure. Not 
to say that there aren't options ways to counteract all of these, but this surprises a lot 

of people when I tell them. The way that I commonly talk about email, for example and 
actually any communication on the internet is a little bit like a postcard. When your 

computer talks to any other computer on the internet or when you send an email to 
your spouse or to a patient, it's sort of like writing a postcard and sending it through 

the mail. And the reason I use the postcard example is that the communications are 
not protected, right? They're out in the open. Anybody who handles this postcard, at 

least has the opportunity to read the contents. And we generally don't put sensitive 
information on postcards for that very reason because it's so visible. You might not be 

aware but there's actually a law in the United States that says, you have no 
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expectation of privacy when you give information to your email provider, for example, 
this is called the third party doctrine. And it says, when you give anything to a third 

party, even if it's your bank or your internet service provider, you lose the expectation 
of privacy. And so we have to counteract that with other kinds of protections. So let me 

show you, abstractly sort of what does email look like on the internet. So I want you to 
imagine that you're sitting at your office and you're going to send a file to a patient or 

send a communication to a patient. We often abstract the internet into this cloud. 
Generally, because what happens inside that cloud doesn't matter so much. But in 

fact, there are real communications that flow over the internet. And inside that cloud 
are computers and so when you click Send on an email, it actually probably goes 

through anywhere from five to 20 computers on the internet before it gets to your 
recipient.  

 
Now, what happens if there's a bad guy who can see some of that communication? 

Just like the postcard, if it's sent in the clear, the bad guy can see what's on the 
postcard or on the email en route to the recipient anywhere on the internet that that 

communication is flowing. And so that would be really, really bad, right? I would say 
email is not secure communication and I will tell you in one second, what generally we 

mean by secure email. As an aside, though, what is the first thing that you should do if 
you accidentally do this or if you accidentally email sensitive information to the wrong 
person? I know lots of you had at the bottom of your email this communication is for 

the intended recipient only, that's good legal protection but it could be that some 
sensitive information has then been lost. What I recommend is the first course of action 

is to alert your compliance officer. And HIPAA says every protected health business 
must have a compliance officer and that person should know that it happened and 

they should know what to do about it. So that's your first line of defense. So what do 
we mean when we generally use the phrase secure email? And lots of you probably 

have this or have associates who do this. Generally what we mean by secure email is 
that you get an email with a link to a website and then you log into the website to read 

the message. It's not that the actual content that you're communicating is in the email 
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but it directs you to this website. And the reason we can be more trusting in that is that 
with the secure website, right? With the green lock, all of these green links, even our 

bad guy hacker here in the red hat, he can't decipher the communication. Even if he 
sees that it's happening, it's all scrambled. And so both the recipient, right? Both the 

patient and you talking to this website, nobody can see what's happening in the middle 
and that is much, much better, much more secure. The exact thing happens with 

portals, right? Which is you log into the portal, the patient logs into the portal, these 
green links mean that the data is all encrypted and so even the bad guy can't see 

what's happening along the path on the internet. And we generally can trust the portal 
to protect the information on that computer. So just one aside, I use the word 

encryption a lot and you might hear it and not exactly and sort of know what it means. 
Cryptography is a very mathematical field and the details are quite technical very 

quickly. This is the best sort of summary of what happens. When you take a document 
that you can read, a Word document or a PDF and you encrypt it with a key, the 

encryption algorithm scrambles it in a way that is unintelligible. There is still a file, 
there's still some garbage there but it's not intelligible unless you also have the key, 

right?  
 

And so we use encryption to scramble the traffic on the internet, we use it to protect 
the data when we encrypt our phones, right? And the reason that works is because 
you have the key. And the bigger the key, the better the encryption. By better I mean, it 

takes much longer for a hacker to guess the key. Remember in the beginning when I 
said they try and brute force passwords, the same thing happens if a hacker gets an 

encrypted file. They start trying to guess the key. And so the bigger the key you have, 
the more protection you have. And there's lots of technical ways of doing encryption 

but just so you sort of understand what happens, generally, it is the same key that 
encrypts and decrypts, there are complicated mechanisms for this. But the bigger the 

key, the better. Okay, let me try and review the things that I have highlighted here, so 
that we don't miss any. One is the cybersecurity shouldn't be scary. Yes, bad things 

happen on the internet, just like bad things happen in our everyday lives. But the same 
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way that we have PPE in our practices and antilock brakes in our car, we also need 
security for our digital data devices to make sure that we can live and act safely on the 

internet, that our businesses can function in the way that we intend. So again, 
remember to have healthy skepticism about what you see and hear and read in the 

news and from other people. Go check that out, make sure it's reputable. Number two, 
be extra careful when you get emails. Make sure it's somebody you trust. And even if 

it's somebody you trust, in the back of your mind, always be trying to sort of easily 
discern, was I expecting this? Is this word document strange? Be careful with those 

links. Hover your mouse over the link because that will help tell you where is it gonna 
go on the internet. If it goes to paypal.com you can have a little bit more confidence 

that it's legitimate than if it's some obscure looking URL, some obscure looking 
website. On passwords and encryption, remember the bumper sticker from NIST which 

is to pick something that is easy to read to remember and hard to guess. There's no 
need to just randomly change your password every three months.  

 
Only change it when you believe your password to be compromised. I would 

encourage you to play around with a password manager, see if it works for you. They 
are quite easy to set up, I'm happy to help walk anybody through that. LastPass is a 

free, easy way to sort of do that. Experiment with it, see how you like it and you can 
rest assured for me that it does offer some good security. Remember to encrypt your 
device to turn on the remote wipe, those are important. And as we sort of showed, 

regular email is not actually a secure mechanism of communication and when we do 
secure email, going to those websites on the internet with our green locks, you can feel 

much better about that. The final thing that I'll say is we are all very trusting people and 
what I have learned in my professional cybersecurity is that I have to think like a 

criminal, which is, how are they trying to get in? Or how might they try and trick me? 
And so learning to think like a bad guy can help you be more secure, be safer on the 

internet. If you think a criminal might walk in and take paper off the printer, then move 
the printer, right? Think a little bit offensively like if you were trying to break into your 

own business, what would you do? And then try and implement protections against 
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that. I have on the slide and in the download a bunch of links for you. These are 
documents I mentioned, like the NIST publication also a little bit of easy to understand 

technical detail, more information about how to lock down your phones. The last one 
here is a book written by a really respected, cybersecurity professional. It's actually 

quite easy for lay audiences to help understand what are the real threats on the internet 
and how to protect yourself and above that is a link to that LastPass password 

manager. If you want more information, particularly about security for audiology, 
Twitter is the place where more security professionals hangout. I know there's a lot of 

private Facebook groups in audiology. The security professionals for whatever reason 
are just in the Twitter community more often. One thing that I posted on my Twitter 

account this morning which is at Designer Secure, my full company is too long to put 
on there. But at Designer Secure is a link to the Verizon Data Breach report and I put 

that on there because there's a special section just for healthcare. And you can look 
and see some of the statistics about how many data breaches were there in the 

healthcare profession and what is sort of the trends, the very sort of modern trends. So 
thank you for sticking with me. I would be happy to take any questions now. You are 

also very welcome to use this email address at any time. 
 

 
- [Christy] Thank you so much Dr. Dykstra. That was a phenomenal presentation and I 
know it will serve as a great resource to as clinicians. We're gonna go ahead and open 

up the floor for Dr. Dykstra. We do have several minutes before the top of the hour, so 
feel free to type them in in the Q&A box just below the slide deck there. Our first 

question comes from Francis, she mentioned, "You mentioned LastPass, how does 
that compare "to using the password manager on a phone "and the password 

manager that Google has? "Is LastPass any more secure than those services?" 
 

- [Dr. Dykstra] That's a great question Francis. I don't wanna say that LastPass is the 
only or best solution, it is just one, that does what I needed to do. It isn't necessarily 

better or worse than the one built into your phone. What is different is that I can use 
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LastPass on any device that I use on the internet. And so sometimes I check my email 
on my phone and sometimes on my tablet and sometimes on my laptop and I have 

LastPass installed on all of those. If you have all Apple devices then it's possible that 
the key store for Apple will work on all of your devices. But I like LastPass because I 

can use it at work, I can use it on all of my devices. So I would say it's a mix of security 
and functionality. The security is probably very equivalent. 

 
- [Christy] Thank you Dr. Dykstra. So we have a question here from Dixie and this is a 

great question Dixie. "For those of us who may not know about password managers, 
"we sometimes opt for our "internet browser to remember our passwords "like Google 

Chrome or Safari, they offer to remember "our passwords for different sites. "Is that 
okay Dr. Dykstra?" 

 
- [Dr. Dykstra] That is a great question. And that is what I used, before I had a 

password manager, was to have my browser remember my password. It is better than 
nothing. It's better than using the same password because it's easy to remember. 

Having the browser help you is a great idea. What it cannot protect against is if a 
hacker gets access to your computer, through whatever means, hopefully that never 

happens, they would be able to pull all of the passwords out of the browser, those 
aren't actually protected on your device, it assumes that your device's secure. And so 
like I said, it's better than nothing but it's not quite as good as a password manager. 

 
- [Christy] You have a comment from Trisha here. This is an interesting thought. She 

mentions, "In the same common thread "that iPhones aren't necessarily more safe 
"than let's say an Android. "Can this also be true for Mac books over PCs? "What are 

your thoughts?" 
 

- [Dr. Dykstra] Yeah, you're absolutely right Trisha. It used to be that people would ask 
that question a lot only because we were talking about phones that I kind of make that 

comment there. But it is my belief that all of the operating systems today are very, very 
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good. Whether that's Windows or Mac OS, or Android, if you have a tablet like that, all 
of the vendors today are very, very good about those devices. And so generally it's 

more a question of preference. As a security person, again, I'm always thinking about 
what are the hackers likely to go after the most? General criminals on the internet are 

gonna go after market share but the market share between Windows and Mac is pretty 
equal and so you don't necessarily get a security benefit from either one. What I will 

recommend is no matter what you have, always install the updates that are available. I 
know this is a controversial subject, my wife and I talk about it a lot. And it can have an 

impact on breaking things but the reason that Windows and Apple puts out these 
updates is because they're fixing important vulnerabilities. There was one for my Mac 

device this last couple of days because there was a very secure vulnerability, a very 
serious that I needed to patch. You can best protect yourself by running those 

updates. I understand the arguments against it but my security advice is always run 
them. 

 
- [Christy] Thank you Dr. Dykstra. And that's so funny that you mentioned updates 

'cause in our family, in our household, it's a very similar story. I always volunteer myself 
as tribute to do the updates first. We have another question here. "On a phone, which 

is most secure? "Is it a password, a pin number "or your fingerprint or the face?" 
 
- [Dr. Dykstra] Yeah, fine question because now we have choices. Like I was saying 

earlier about whether you should use the browser to store passwords, something is 
better than nothing. And so a simple pin is better than nothing, having a pin that's one, 

one, one, one or one, two, three, four, that's not very helpful. And so there's some 
trade off here between the usability and the security. A four digit PIN, just practically is 

easy for a hacker to guess than a five character password. The areas that are still 
under debate are things like how secure are face IDs and fingerprints. Biometrics are 

pretty new and so the software that allows us to use those isn't 100% secure but it's 
better than nothing and it gets better every day. And so I have more and more been 
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encouraging people to do those biometrics as a trade off that's convenient for the user 
and pretty good security. 

 
- [Christy] Tony asked, "Dr. Dykstra, "are you familiar with ZIX?" Spelled Z-I-X. "And 

how secure is it for sending emails?" 
 

- [Dr. Dykstra] I am aware of that service but I can't say that I know enough to form an 
opinion, sorry. 

 
- [Christy] And our last question, this is a good wrap up question for you. Where can 

we find additional audiology specific information about security? 
 

- [Dr. Dykstra] Yeah, sure. I mentioned a couple of the ones that I sort of said before. I 
would tend to look at the cybersecurity community first. I believe it's easier to teach the 

specifics of healthcare to a cyber security person than vice versa. I could be wrong, 
there's plenty of counter examples to that. But to look at the security information 

especially on Twitter where that community is very active. Like I said, I run a consulting 
business that does this very specifically for cybersecurity, that's pretty rare, there 

aren't very many of us. But there are a lot of healthcare cybersecurity practices. And 
because healthcare is such a lucrative target especially hospitals, the things like that 
Verizon Data Breach report, often have a section just devoted to health care. For 

example, ransomware is much more prevalent in that environment than it is in some 
other environments and so they tend to draw more insight about that or about data 

breaches or things that maybe are important to HIPAA that might be the most relevant 
to you. General cybersecurity advice is probably useful but they're not gonna know 

quite as much about telehealth, for example, right? If they're giving guidance for home 
users or for power grids, that won't probably have as much information on topics that 

are specific to you or to healthcare. 
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- [Christy] Thank you so much Dr. Dykstra. If we didn't get to your questions today, feel 
free to reach out to the presenter. The contact information is there up on the screen. 

Thank you so much for all of your time and your expertise. I can tell you this was an 
outstanding course and it's going to serve as a very timely and important topic in 

today's technology age. This concludes today's course and we hope that you guys 
enjoyed it. Thank you so much. 


